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c© Copyright by Center for Advanced Studies, Warsaw University of Technology,
Warsaw 2011

For additional information on this series, visit the CAS Publications Website on
http://www.csz.pw.edu.pl/index.php/en/publications

ISBN 978-83-61993-05-6
Printed in Poland



Contents

Preface . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 13
1. Introduction. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 19

1.1. Cryptology and Chaos . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 20
1.2. Playing the Game for the Game’s Sake . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22
1.3. Knowledge Management . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 24

1.3.1. Keeping it Quiet . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 25
1.3.2. Home-Spun Systems Development . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 28
1.3.3. Disinformation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 29
1.3.4. Plausible Deniability . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 30
1.3.5. Obfuscation. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 31
1.3.6. Steganographic Encryption . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 31

1.4. Substitution Ciphers . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 32
1.5. Example Substitution Ciphers . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 33

1.5.1. The Caesar cipher . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 33
1.5.2. The Vigenère Cipher . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 35
1.5.3. The Vernam Cipher . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 38
1.5.4. The One Time Pad . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 40

1.6. Transposition Ciphers . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 40
1.6.1. Anagramming . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 42
1.6.2. Fractionation and Diffusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 42

1.7. Example Transposition Ciphers . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 43
1.7.1. The Bifid Cipher . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 43
1.7.2. The Trifid Cipher. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 44

1.8. Basic Concepts . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 45
1.8.1. Symmetric Encryption . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 46
1.8.2. Asymmetric Encryption . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 47
1.8.3. Three-Way Pass Protocol . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 48
1.8.4. Public-Private Key Encryption. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 50

1.9. Cryptanalysis . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 50
1.9.1. Basic Attacks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 51



6 Contents

1.9.2. Cribs . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 52
1.10.Steganography . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 55

1.10.1.Hiding Data in Images . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 58
1.10.2.Hiding Data in Noise . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 61

1.11.Focus and Principal Themes. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 63
2. Digital Signal Processing . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 66

2.1. Signals and Systems . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 66
2.2. The Least Squares and Orthogonality Principle . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 68

2.2.1. Linear Polynomial Models . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 69
2.2.2. Complex Signals, Norms and Hilbert Spaces . . . . . . . . . . . . . . . . . . . . . . . . . . 71
2.2.3. Linear Convolution Models . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 72

2.3. Digital Filtering in the Time Domain . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 74
2.3.1. The FIR Filter . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 75
2.3.2. Computing the FIR filter . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 79
2.3.3. Moving Window Filters . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 80
2.3.4. Statistical Filters . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 82
2.3.5. Interpolation using the FIR Filter . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 83
2.3.6. The IIR Filter . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 83
2.3.7. Non-Stationary Problems . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 84

2.4. Digital Filtering in the Fourier Domain . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 86
2.4.1. The Fast Fourier Transform . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 88
2.4.2. Bit Reversal . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 91
2.4.3. Data Windowing . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 92
2.4.4. Examples Windows . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 93
2.4.5. Computing with the FFT . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 94
2.4.6. Discrete Convolution and Correlation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 95
2.4.7. Computing the Analytic Signal . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 96

2.5. Inverse Solutions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 98
2.5.1. The Inverse Filter . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 98
2.5.2. The Wiener Filter. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 99
2.5.3. Estimation of the Signal-to-Noise Power Ratio . . . . . . . . . . . . . . . . . . . . . . . . 106
2.5.4. Power Spectrum Equalization . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 107
2.5.5. The Matched Filter . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 108
2.5.6. Deconvolution of Frequency Modulated Signals . . . . . . . . . . . . . . . . . . . . . . 111
2.5.7. Constrained Deconvolution . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 114
2.5.8. Homomorphic Filtering . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 115

2.6. Bayesian Estimation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 116
2.6.1. Bayes Rule . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 116
2.6.2. Bayesian Signal Analysis . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 118
2.6.3. Examples of Bayesian Estimation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 119
2.6.4. Maximum Likelihood Method . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 123



Contents 7

2.6.5. Maximum a Posteriori Method . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 124
2.7. The Maximum Entropy Method . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 125

2.7.1. Information and Entropy . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 126
2.7.2. Maximum Entropy Deconvolution . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 129
2.7.3. Linearization. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 130

2.8. The Cross Entropy Method . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 130
3. Data Encryption Algorithms and Standards . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 132

3.1. Pseudo Random Number Generators . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 134
3.2. PRNG Algorithms . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 136

3.2.1. The Linear Cogruential Method . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 137
3.2.2. Shuffling . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 140
3.2.3. Additive Generators . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 140
3.2.4. Gaussian Noise Generation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 141
3.2.5. Box-Muller Algorithm. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 141
3.2.6. The Central Limit Algorithm . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 142

3.3. Statistical Tests . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 143
3.3.1. Chi-squared Test . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 143
3.3.2. Kolmogorov-Smirnov Test . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 143
3.3.3. Alternative Tests . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 144

3.4. Encryption using PRNGs . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 145
3.5. Example Encryption Algorithms . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 147

3.5.1. Symmetric Ciphers . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 147
3.5.2. Blum Blum Shub Algorithm . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 148
3.5.3. Asymmetric Ciphers . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 148
3.5.4. The RSA Algorithm . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 149
3.5.5. Hash Functions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 151

3.6. Example Encryption Systems . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 152
3.6.1. Digital Encryption Standard . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 152
3.6.2. Advanced Encryption Standard . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 155
3.6.3. Lucifer . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 158
3.6.4. FEAL . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 158
3.6.5. IDEA. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 159
3.6.6. Skipjack . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 159
3.6.7. GOST . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 160
3.6.8. Blowfish . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 161
3.6.9. SEAL. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 162
3.6.10.RC4 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 163
3.6.11.FSAngo . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 163
3.6.12.Quantum Cryptography . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 164

3.7. Examples Encryption Industries . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 164
3.7.1. RSA Security Inc. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 164



8 Contents

3.7.2. Rainbow Technologies . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 164
3.7.3. Cylink Corporation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 164
3.7.4. Network Associates . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 165
3.7.5. Check Point Software Technologies Ltd . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 165
3.7.6. AXENT Technologies Inc. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 165
3.7.7. BindView Development Corporation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 165
3.7.8. Internet Security Systems Inc. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 166
3.7.9. Baltimore Technologies plc . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 166
3.7.10.Entrust Technologies Inc. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 166
3.7.11.VeriSign Inc. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 167
3.7.12.Trend Micro Inc.. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 167
3.7.13.WatchGuard Technologies Inc. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 167

4. Encryption using Determnistic Chaos . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 168
4.1. Randomness and Complexity . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 168
4.2. Complexity Theoretic Approach . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 169

4.2.1. Turing Machine . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 170
4.2.2. Algorithmic Complexity . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 171
4.2.3. Compressibility and Algorithmic Randomness . . . . . . . . . . . . . . . . . . . . . . . 171

4.3. Symbolic Complexity . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 171
4.4. Information Theoretic Approach . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 172

4.4.1. True Randomness . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 172
4.4.2. Shannon Entropy . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 172
4.4.3. Entropy-Complexity Relationship . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 173

4.5. Entropy and Complexity . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 173
4.5.1. Partitioning and Symbolic Dynamics . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 173
4.5.2. Kolmogorov-Sinai Entropy. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 174
4.5.3. Complexity of a Trajectory . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 175

4.6. Pseudo-Randomness . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 175
4.6.1. Probabilistic Ensembles . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 175
4.6.2. One-Way Functions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 176
4.6.3. Pseudo Random Number Generators. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 177

4.7. Applications of Chaos for Digital Cryptography . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 179
4.8. Floating-point Approximations . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 181
4.9. Partitioning the State Space. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 183
4.10.Example Chaotic Maps . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 184

4.10.1.Logistic Map . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 184
4.10.2.Matthews Map . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 186
4.10.3.Other Examples of Chaotic Maps . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 187
4.10.4.Pseudo-Chaos and Conventional Cryptosystems. . . . . . . . . . . . . . . . . . . . . . 187
4.10.5.Symmetric Block Ciphers . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 188
4.10.6.Multi-Algorithmic Generators . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 188



Contents 9

4.11.Systems Implementation—Crypstic . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 191
4.11.1.Procedure . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 191
4.11.2.Protocol . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 192

4.12.Cryptography and Chaos. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 193
4.13.Cloud Security . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 193

4.13.1.The Role of Encryption . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 194
4.13.2.Data Encryption on the Cloud. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 195
4.13.3.Cloud Computing and Encryption using Chaos . . . . . . . . . . . . . . . . . . . . . . 196

4.14.Discussion. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 197
4.14.1.Structurally stable pseudo-chaotic systems. . . . . . . . . . . . . . . . . . . . . . . . . . . . . 198
4.14.2.Conditions of unpredictability for chaotic systems. . . . . . . . . . . . . . . . . . . . 198
4.14.3.Natively Binary Chaos . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 198
4.14.4.Asymmetric chaos-based cryptography . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 199

5. Digital Watermarking . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 200
5.1. Principal Components of Digital Watermarking . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 201
5.2. Applications . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 202
5.3. Classifications . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 203

5.3.1. Private/Public Systems . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 203
5.3.2. Transformation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 204

5.4. Visibility . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 204
5.4.1. Robustness . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 204
5.4.2. Naturalness . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 205

5.5. Properties . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 205
5.6. Distortions and Attack . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 206

5.6.1. Attack Classifications . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 206
5.6.2. Robustness (Unauthorised removal) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 206
5.6.3. Presentation (Masking Attacks) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 207

5.7. Interpretation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 208
5.7.1. Legality . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 208
5.7.2. Cox Classification for Attacks. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 208

5.8. Watermarking and Cryptography . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 209
5.8.1. Cryptography . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 209
5.8.2. Fidelity . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 210
5.8.3. Robustness . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 210
5.8.4. Capacity . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 211
5.8.5. Shaping. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 211
5.8.6. Spread Spectrum . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 211

5.9. Open Problems . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 212
5.10.Theoretical Concepts . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 212

6. Chirp Coding and Fractal Modulation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 214
6.1. Wavelets . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 215



10 Contents

6.2. Matched Filtering using Chirps . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 218
6.2.1. The Matched Filter . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 218
6.2.2. Derivation of the Matched Filter . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 220
6.2.3. ‘White Noise’ Condition . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 220
6.2.4. Deconvolution of Linear FM Chirps . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 221
6.2.5. Approximation for Long Chirps . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 222

6.3. Chirp Code Watermarking . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 223
6.3.1. Chirp Coding . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 224
6.3.2. Decoding . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 224
6.3.3. Watermarking. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 225

6.4. Code Generation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 225
6.4.1. Power Spectrum Decomposition . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 226
6.4.2. Wavelet Decomposition . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 227

6.5. Coding and Decoding Processes . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 228
6.6. Application to Audio Data Authentication . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 232

6.6.1. Watermark Generation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 234
6.6.2. Watermark Recovery . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 235
6.6.3. Results . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 235
6.6.4. Robustness . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 237
6.6.5. Self-Authentication . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 238

6.7. Secure Digital Communications. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 239
6.8. Fractal Modulation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 240

6.8.1. Computational Methods . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 241
6.8.2. Modulation and Demodulation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 242

7. Digital Image Watermarking Methods . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 247
7.1. Transform Domain Methods . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 247
7.2. Frequency Domain Processing and HVS. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 248
7.3. Frequency Domain Processing . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 249
7.4. Discrete Cosine Transform . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 249
7.5. Embedding Techniques using the DCT . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 249
7.6. Discrete Wavelet Transform . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 252
7.7. Embedding Techniques in the DWT Domain . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 253
7.8. Discrete Fourier Transform . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 256
7.9. Embedding Techniques in the DFT Domain . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 257

8. Steganography using Stochastic Diffusion. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 260
8.1. Encrypted Information Hiding . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 261
8.2. Diffusion and Confusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 263

8.2.1. The Diffusion Equation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 264
8.2.2. Green’s Function for the Diffusion Equation. . . . . . . . . . . . . . . . . . . . . . . . . . 264
8.2.3. Green’s Function Solution . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 266
8.2.4. Infinite Domain Solution. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 269



Contents 11

8.3. Diffusion from a Stochastic Source. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 270
8.4. Stochastic Fields . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 275

8.4.1. Independent Random Variables . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 276
8.4.2. The Central Limit Theorem . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 277

8.5. Other ‘Diffusion’ Models. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 280
8.5.1. Diffusion by Noise . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 280
8.5.2. Diffusion of Noise . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 282

8.6. Information and Entropy. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 282
8.6.1. Entropy Based Information Extraction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 284
8.6.2. Entropy Conscious Confusion and Diffusion . . . . . . . . . . . . . . . . . . . . . . . . . 287
8.6.3. Noise Diffusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 290

8.7. Watermarking using Stochastic Diffusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 292
8.7.1. Basic Algorithm: Pseudo Code . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 294
8.7.2. Steganography and Cryptography . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 296

8.8. Covert Encryption using Digital Image Steganography . . . . . . . . . . . . . . . . . . . . . . 297
8.9. Binary Image Watermarking . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 299

8.9.1. Statistical Analysis . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 300
8.9.2. Principal Algorithms . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 301
8.9.3. StegoText . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 303
8.9.4. e-Fraud Prevention of e-Certificates . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 304

8.10.Lossless Watermarking Method . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 307
8.11.Discussion. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 307

9. Hardcopy Steganography . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 311
9.1. Diffusion Only Watermarking: Texture Coding. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 311
9.2. Covertext Addition and Removal . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 315
9.3. Applications of Texture Coding . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 316

9.3.1. Authentication. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 317
9.3.2. Photo Verification . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 317
9.3.3. Statistical Verification . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 318
9.3.4. Original Copy Verification . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 318
9.3.5. Component Verification . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 320
9.3.6. Transaction Tracking . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 320
9.3.7. Leaked Document Monitoring . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 321
9.3.8. Owner Identification (Copyright) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 321
9.3.9. Signature Verification. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 321
9.3.10.Binary Data Authentication using Binary Coded Images . . . . . . . . . . . . . 322

9.4. Case Study: Passport Authentication . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 322
9.5. Discussion. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 325
Appendix A . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 327
Appendix B. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 331

References . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 338



Preface

Developing methods for ensuring the secure exchange of information is one of
the oldest occupations in history. With the revolution in Information Technol-
ogy, the need for securing information and the variety of methods that have been
developed to do it has expanded rapidly. Much of the technology that forms the
basis for many of the techniques used today was originally conceived for the use
in military communications and has since found a place in a wide range of indus-
trial and commercial sectors. This has led to the development of certain industry
standards that are compounded in specific data processing algorithms together
with the protocols and procedures that are adopted in order to implement them.
These standards are of course continually scrutinized for their effectiveness and
undergo improvements and/or changes as required. Further, different standards
have, for a variety of historical reasons, been developed for particular market sec-
tors. For example, DES (Data Encryption Standard) was originally developed in
the early 1970s and in 1976 was selected by the Federal Information Processing
Standard for the use in the USA. Since that time, DES has had widespread use in-
ternationally and was upgraded to triple DES or DES3 in the 1990s (essentially,
but not literally, a triple encryption version of DES in order to compensate for
the relatively low key length associated with the original DES).

Information security manifests itself in a variety of ways according to the sit-
uation and requirement. However, in general, it deals with such issues relating to
confidentiality, data integrity, access control, identification, authentication and
authorization. There are a number of practical applications that critically depend
on information security measures which include private messaging (encrypting
email attachments, for example), financial transactions and a host of online ser-
vices. All such applications relating to information security require the study
of specific mathematical techniques and the design of computational methods
which are compounded in the study of cryptography. This includes, not only the
design of new approaches, but continual analysis with regard to validating the
strengths and weaknesses of a cryptographic algorithm and the way in which it
is implemented in practice.
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Cryptology is the study of systems that typically originate from a consider-
ation of the ideal circumstances under which secure information exchange is to
take place. It involves the study of cryptographic systems, but also the possible
processes that might be introduced for breaking the output of such systems—
cryptanalysis. This includes the introduction of formal mathematical methods
for the design of a cryptosystem and for estimating its theoretical level of secu-
rity. However, in reality, a cryptosystem often forms just a part of a complex
infrastructure involving users that are prone to levels of both stupidity and bril-
liance that can not be formally classified. Hence the mathematical strength of
a cryptographic algorithm is a necessary but not a sufficient requirement for a
system to be acceptably secure. In the ideal case, the cryptographic strength of
an algorithm and/or implementation method can be checked by means of prov-
ing its resistance to various kinds of known attacks. However, in practice, this
does not mean that the algorithm and/or its specific application is secure because
other unknown attacks may exist. For this reason, the security of a cryptosys-
tem is often based on knowledge of its working legacy and the confidence level
that a community has acquired from its continual use over many years, often due
to various up-grades, additions and modifications as have been considered neces-
sary. Thus, modern systems for securing information exchange are often based to
a large degree on past legacies associated with the performance of relatively well
established techniques.

There is a large range of many excellent books, scientific and engineering jour-
nals, conferences and a wealth of general information now available with regard
to information security. Different commercial products and software packages
are available from a diverse range of companies and in such a competitive envi-
ronment, it is often difficult to evaluate the merits of one system over another.
However, the large majority of these systems and methods have a common ori-
gin or at least a common theme. This book has been written to introduce the
reader to a new theme in information security, namely, the role of chaos in cryp-
tography. Chapter 1 provides an overview of encryption with a focus on the use
of Chaos for this purpose. Chapter 2 provides an overview of some basic digital
signal processing algorithms which are ‘link’ between data encryption and its ap-
plication in communications systems. This chapter also provides details of some
algorithms that are used later on in this work. Chapter 3 provides an overview
of data encryption algorithms and standards and includes information on ex-
ample encryption systems and industries. Finally, Chapter 4 provides a detailed
discussion on encryption using deterministic chaos, focusing on the design of
algorithms that yield high entropy ciphers and utilize many different Iteration
Function Systems.

Irrespective of the method of encryption that is adopted, all encrypted in-
formation raises a ‘flag’ to the possible importance of the information that it



Preface 15

conveys. For this reason, it is of significant value if encrypted information can
be hidden in some way in other data types in order to disguise the fact that it
exists. This is known as Steganography and the latter half of this book focuses on
the mathematical models, algorithms and applications associated with a range of
different approaches to hiding information in digital signals and images. After
providing an introduction to the principles of Information Hiding and Digital
Watermarking given in Chapter 5, the material considers methods for watermark-
ing digital signals based on Chirp Coding and Fractal Modulation as described in
Chapter 6.

An overview of digital image watermarking is given in Chapter 7 and in
Chapter 8, methods of information hiding and Steganography are addressed in
which the image is encrypted by diffusion with a noise field to produce a ci-
phertext - an encrypted watermark. A cover image (covertext) is then introduced
into which the ciphertext is embedded. The watermark image is recovered by
removing the covertext and then correlating the output with the original (key
dependent) noise source. This approach provides the user with a method of hid-
ing ciphertexts (the scrambled image) in a host image before transmission of the
data. In this sense, it provides a steganographic approach to cryptology in which
the ciphertext is not apparent during an intercept. Decryption is based on knowl-
edge of the key and access to the host image. In terms of watermarking a digital
image, the method provides a way of embedding information in a host image
which can be used to authenticate that it has come from a identifiable source, a
method that is relatively insensitive to lossy compression, making it well suited to
digital image transmission. The methods considered represent a generic solution
for undertaking covert cryptology.

With regard to hard copy document authentication, the use of diffusion and
confusion using a covertext is not robust. The reason for this is that the registra-
tion of pixels associated with a covertext can not be assured when the composite
image is printed and scanned. We therefore consider a diffusion only approach to
document authentication which is robust to a wide variety of attacks, including
geometric attacks, drawing, crumpling, and print/scan attacks. This is because
the process of diffusion (i.e. the convolution of information) is compatible with
the physical principles of an imaging system and the theory of image formation
and thus, with image capture devices (digital cameras and scanners, for example)
that, by default, conform to the ‘physics’ of optical image formation. The dif-
fusion of plaintext (in this case, an image) with a noise field (the cipher) has a
synergy with the encryption of plaintext using a cipher and an XOR operation
(when both the plaintext and cipher are represented by binary streams). How-
ever, decryption of a convolved image (deconvolution) is not as simple as XORing
the ciphertext with the appropriate cipher. Here, we consider an approach which
is based on pre-conditioning the original cipher in such a way that decryption (de-
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diffusion) can be undertaken by correlating the ciphertext with the cipher. If a
maximum entropy cipher is used that is uniformly distributed, then the Power
Spectral Desnity Function (PSDF) of the output is determined by the PSDF of
the plaintext (image). If the image is based on naturally occurring objects which
are roughly of a self-affine type, then the PSDF may tend to scale according to a
random fractal power law. In other words, the diffusion of self-affine images with
white noise will generate output images that are, in effect, random fractal images
with fractal-type textures. In this sense, the use of white noise diffusion for doc-
ument authentication is based on using texture maps which are either fully or
partially statistically self-affine. Either way, the outputs considered for document
authentication are based on printing textures of a type that are determined by
the spectral characteristics of the plaintext which can be applied by using low
resolution Commercial-Off-The-Shelf (COTS) printers and scanners. This is the
subject of Chapter 9.

The material presented in this book is primarily based on two sources: (i)
a series of lecture notes and supplementary teaching and learning materials de-
veloped by the author for delivery at post-graduate level and continuous pro-
fessional development programmes; (ii) research undertaken by the author and
associate research students. Much of this research has focused on aspects of infor-
mation security that has had direct commercial potential and, in most cases, has
been sponsored by industry, including companies co-founded established by the
author. Thus, although this text concentrates on a range of academic issues con-
cerning the application of chaos to cryptology, for example, it also attempts to il-
lustrate how this application has generated commercially realizable products that
are relatively new to the market. This includes the systems such as CrypsticTM

and StegoCryptTM which are registered as ‘Technologies to License’ at Dublin
Institute of Technology - http://www.dit.ie/hothouse/

It is hoped that the information within this work is sufficiently complete
and descriptive for both the theoretician who wishes to understand the issues
involved, and the practitioner who wishes to apply the techniques. There are cer-
tain inevitable limitations, however, imposed on the reader by the conventional
static design of textbooks. However, as more and more material is being made
available on the Internet it has been possible to collate a series of current links
to other relevant resources and applications. This allows potentially easy access
to other individuals who are using similar techniques. For this reason, many of
the references provided consist of an appropriate conventional citation, a url or
both.


